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Role of intensity fluctuations in quantum cryptography

with coherent states
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Abstract. A new type of attack in quantum cryptography with
coherent states is considered. This attack calls for only a possibility
of changing (within some limits) the intensity of the states reaching
a receiver. The critical quantum bit error rate (QBER) of the B92
protocol with a strong reference state is calculated for different
limitations on intensity.
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1. Introduction

The purpose of quantum cryptography is to distribute a secret
key between distant users (referred to as Alice and Bob) with-
out any suggestions about the computational or technological
possibilities of an eavesdropper (Eve). In particular, Eve can
solve rapidly NP-complete problems; therefore, legitimate
users have no right to apply the important assumption of clas-
sical asymmetric cryptography. The main limitation imposed
by quantum mechanics is that one cannot extract all informa-
tion from a set of nonorthogonal quantum states. Alice and
Bob use nonorthogonal quantum states to encode key bits in
quantum key distribution protocols; these protocols are
developed so that Eve cannot gain all information about a
key without introducing an error into signal states.

Quantum cryptography protocols based on coherent
states are of great interest, because they do not call for single-
photon sources and can relatively easily be implemented in
practice. In these cryptographic schemes, attenuated laser
pulses transmitted through fibre communication links serve
as information states.

The attenuation of coherent pulses in fibre communica-
tion links provides an eavesdropper with new opportunities,
in addition to conventional attacks (during which the eaves-
dropper tries to gain information from an ensemble of nonor-
thogonal states). One can select two main types of attacks on
coherent protocols: the so-called beam-splitting attack and
the unambiguous state discrimination (USD) attack.

In the case of a beam-splitting attack, Eve takes a part of
each state to its quantum memory using a beam splitter and

D.A. Kronberg V.A. Steklov Mathematical Institute, Russian
Academy of Sciences, ul. Gubkina 8, 119991 Moscow, Russia;
e-mail: dmitry.kronberg@gmail.com;

Yu.V. Kurochkin Russian Quantum Center, Skolkovo, 143025
Moscow, Russia

Received 24 May 2018; revision received 3 July 2018
Kvantovaya Elektronika 48 (9) 843—848 (2018)
Translated by Yu.P. Sin’kov

sends the remaining part to Bob through an ideal channel
without attenuation. After applying this attack, Bob receives
a state of exactly the same intensity as he expects, as a result
of which the beam-splitting attack cannot be detected.
However, Eve gains only partial information, limited by the
Holevo value for her states [1]. After rejecting the positions
with an unambiguous measurement result, Bob has complete
information about the key. The aim of Eve is to have the same
information about the key as Bob; therefore, to compensate
for the incompleteness of her information, she can intro-
duce an error into the channel between Alice and Bob. The
larger the amount of information Eve can derive from her
states, the smaller the error that must be introduced.
Therefore, the critical quantum bit error rate (QBER) of
coherent-state protocols against the beam-splitting attack
depends on the channel length (it decreases at large lengths)
and on the initial intensity (the higher the intensity, the lower
the critical QBER value).

When carrying out a USD attack [2], Eve performs an
unambigous measurement on each state; sometimes this mea-
surement provides complete information and sometimes
yields an inconclusive result. If Eve was lucky enough to
obtain all information, she sends Bob states of higher inten-
sity; in the case of an inconclusive result, she blocks the mes-
sage.

The USD attack, which does not introduce an error, is
very powerful; however, it calls for a possibility of blocking
some part of messages and increasing the intensity of the
other part. In general, after this attack, Eve sends receiver a
mixture of high-intensity and vacuum states rather than the
initial states. Coherent-state protocols tend to block this pos-
sibility, i.e., to detect the sending of vacuum states. The wide-
spread methods used to this end are as follows:

(1) Sending not only information states but also decoy
states of different intensity. This approach allows one to
detect an eavesdropper from the changed statistics of states of
different types [3].

(i1) Sending control states along with information ones,
which hinders the USD and supplies legitimate users with a
new visibility parameter for detecting the eavesdropper. A
well-known protocol based on this scheme is the coherent
one-way (COW) protocol [4].

(iii) Sending sequences of coherent states with informa-
tion encoded through the phase difference between neigh-
bouring states, as in the differential phase-shift protocol [5].
In this case, blocking one state also introduces an error.

(iv) Using a strong reference state, which must be detected
by Bob. Information is encoded into the phase difference
between the reference and weak information pulses. This
scheme was proposed when describing the original B92 proto-
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col [6]. Here, the blocking of an information pulse by Eve
causes an error at the receiving side.

As a result, a USD attack can be applied only when the
intensity of states received by Bob may change from zero
(when sending vacuum states, i.e., blocking a message) to
infinity, and this attack may introduce no error. A beam-
splitting attack does not change intensity at the receiving side
and can be applied to any coherent-state protocol in the case
of a communication line with attenuation, but it has a rela-
tively large critical QBER value. A question arises of how Eve
can use the possibility of changing the intensity of states in a
more general case, where the intensity should be in some spec-
ified range.

Recently a new concept of attack on the COW protocol
was proposed, which was referred to as active beam-splitting
attack [7]. It does not require an unambiguous measurement,
because in this version the measurement is applied to only a
part of the initial state, while the rest part can be send to Bob
without any changes. Therefore, the attack of this type can be
used in situations where the USD attack is poorly applicable;
for example, in the case of the COW protocol. Our purpose
was to generalise this attack to other protocols.

In this study, we propose an attack of new type, which can
be considered in some cases as a generalisation of the USD,
beam-splitting, and active beam-splitting attacks. The pro-
posed attack requires to change the intensity of the states
received by Bob; the wider the range of variation in this inten-
sity, the more efficient the attack is (i.e., the smaller the criti-
cal QBER). We will consider the application of this attack to
the B92 protocol with a strong reference state, whose security
was proven in [8].

2. B92 protocol and description of the main
types of attack

A coherent state |«) is expressed in terms of the complex num-
ber a as

n

_ a-lel)? & o
la) = ¢! l/zn;ﬁw% (1)

where |n) is a Fock state. The average number of photons u =
|)? is referred to as the coherent state intensity. The intensity
at the output of a channel of length / can be written as

. ol
u'=ul0"10, 2

where 0 ~ 0.2 dB km™! is the optical fibre attenuation coeffi-
cient. The B92 protocol with a strong reference state uses two
nonorthogonal coherent states, corresponding to signals O
and 1:

0:]4) ® |a), G
1:|4) ® |-a),

where |4| >> |a|. These are sequences from the reference and
information states, each of which is localised in the corre-
sponding time slot; the bit value is encoded in the phase dif-
ference. Bob uses a beam splitter with a transmittance a/4 to
split off a part of the reference state of the same intensity as
the information state. The rest part of the reference state is
also measured (to provide detection of blocking of the entire

two-mode state). After this procedure the state is transformed
into the following one:

0: |a) ® |a), @
1: o) ® |-a).

Bob uses a Mach—Zehnder interferometer to transform the
states into

0:10)® |V2 ),
©)
1:|V2a) ®]0),

where |0) is a vacuum state. Then the measurement in each
mode is described by observable

Mo=10X0). M, = STixil. ©)

i=1

where result 0 means the absence of detector click, and result
1 indicates detection of state. The probability of detecting a
state of intensity i is 1 —e™#; it is low for low-intensity states.

Result 1 in the first time slot indicates that the bit value is
0, and result 1 in the second time slot indicates a value of 1; if
result 1 is obtained nowhere, Bob fixes an inconclusive result.
The longer the communication line, the lower the output state
intensity and the higher the probability of the inconclusive
result. After the communication session, Alice and Bob use a
public authentic channel to reject positions with inconclusive
results.

Below we describe the two main attacks on this protocol.
Since the reference-state phase can easily be measured, we
assume that Eve knows it. Therefore, Eve’s main task is to
extract information from the two states |a) and |—) so as to
make the mutual information of Eve and Alice be equal to
that of Alice and Bob and reduce to minimum the error intro-
duced during this procedure. Eve will use attenuation in the
channel in both attacks.

It follows from Stinespring’s theorem (see, e.g., [1]) that
any transformation of a quantum system (i.e., quantum chan-
nel) can be described as a unitary interaction between the sys-
tem and environment. When performing an attack on quan-
tum cryptography protocols, Eve may possess all the environ-
ment. The USD attack can be described by the transformation

lay = 9oy = VI —e ™| B)leo) + 7| 0)| f),

@)
|=a) =y = V1I—e*|=B)le)+e"|0)| f),

where |+3) are Bob’s new coherent states of high intensity
and |ep), |e;) and |f) are Eve’s mutually orthogonal states.
One can easily make sure that the unitarity condition is satis-
fied: (yo|y,) = e = (a|-a). The probability of successful
state discrimanation is 1 — e 24, and Bob receives the states

pi = Tre|po)ol= (1—e ) | B)B |+ e *[0)0],
®)
pt = Tre|p)(pil= (1—e ) [ =)=+ e[ 0)(0].
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The expected probability of Bob’s conclusive result when
measuring states (5) after the channel with attenuation and
Mach-Zehnder interferometer is

1—e ™, )

where u'is found from (2). For large | 3|? values this probabil-
ity is lower than the probability of obtaining a conclusive
result when measuring states (8):

(1 — e 2)(1 — e 2181, (10)

Therefore, when carrying out this attack, Eve can set the
intensity of the states |£) received by Bob such as to make
probabilities (9) and (10) coincide. However, due to the pres-
ence of a strong reference state, this attack is impossible for
the B92 protocol: Bob can detect it because of the reference
state loss. For other protocols, this attack can potentially be
detected from the change in the intensity of Bob’s states: from
zero to | 3> Below we will consider Eve’s strategy in the case
where some limitations are imposed on Bob’s states.

In the case of a beam-splitting attack, Eve divides each
state into two parts: her part with intensity |¢|> and Bob’s part
with intensity u#". If an error is introduced into Bob’s part with
a probability ¢, the transformation can be written as

la) —po) = (V1= q VU g+ Val-vu)lg)le),
(11)

l—a) =l =W a V) lg)+V1—ql—vVu')lg))l- e,

where |gy) and |g;) are mutually orthogonal states, corre-
sponding to Eve’s information on whether an error was intro-
duced in this position or not (they do not give any informa-
tion about the bit value to Eve) and |+ /) are the coherent
states received by Bob [they have an intensity u', calculated
from (2)]. One can easily make sure that the unitarity condi-
tion is satisfied if the intensity of Eve’s states |+¢) is equal to
u —u', asituation provided by beam splitter.
In this case, Bob’s partial states are

P8 = Trel9o)pol= (1= ) IV XV 1+ 1=V X=v/u' |,
(12)
P = Tre| pi)erl = g |V XV |+ (1= @)=V X=vid |,

their intensity is equal exactly to the expected value (2). Eve
must introduce an error to make her information on Alice’s
states the same as Bob’s information. Eve’s information is
given by the Holevo value y of the states |t ¢); therefore, the
necessary error probability can be found from

[1 e */4')1|
2

1= hy(q) = x({l &), |-&)}) = ; (13)

where /1,(q) = —qlogq — (1 — ¢)log(1 —g) is the binary Shannon
entropy. At a channel length tending to infinity (and, corre-
spondingly, high attenuation), the limiting critical QBER value
is set as
_ _ | —e 2

I =M(q) = x(l @), |=e)}) = ho| —5—). (14)

Note that the above-considered strategy of the beam-
splitting attack is not optimal, because Eve can introduce an

error more efficiently when trying to gain additional informa-
tion from the ensemble of nonorthogonal states |ta).
Nevertheless, in the case of high attenuation, this more com-
plicated attack scenario does not yield any essential advan-
tage. In this study, we consider a concept of attack with intro-
ducing error in a simpler way: by adding noise.

A comparison of these two main types of attack shows
that a USD attack can be used only when the protocol makes
it possible to change intensity from zero to infinity, whereas a
beam-splitting attack can be applied to any coherent-state
protocol for a communication line with loss; however, its
critical QBER value always exceeds zero [moreover, exceeds
the limiting critical value set by (14)]. The USD attack bene-
fits from the possibility of taking a solution dependent on the
success of measurement.

3. Intensity fluctuation attack

Let us now assume that Bob can verify the intensity of
received states. For the B92 protocol with intense reference
state, this may indicate, for example, that Bob measures the
reference state intensity and checks whether it lies in a certain
range. Since the intensities of the reference and information
states should be interrelated, Eve cannot change one of them
without introducing an additional error. Therefore, when
measuring the reference state intensity, Alice and Bob can
also check the information state intensity. The main question
of the work is as follows: if the information state intensity
may change from p,;, < #'to fmay > u', how can Eve use this
fact?

Before describing the main attack, let us consider the
operation of soft filtering, which was introduced in [9, 10]. Tt
extracts (in a fairly general form) information from nonor-
thogonal states. Unambiguous measurement is a particular
case of this operation. Soft filtering acts on a set of two coher-
ent states |[ta ) as

)=~ Iyo) =V p 1B e)+ VI =pl0)] f),
l—ay—=lyy=Vpl-B)le)+V1-p|0)| f).

In contrast to the unambiguous measurement (7), the out-
put states |[£8) may be nonorthogonal, while Eve’s states,
corresponding to a successful result, coincide: |ey) = |e;) =
|e). We denote their intensity as ug; then the unitarity condi-
tion (a|—a) = (Yy|y) can be written as

(15)

e M= pe il —p, (16)
therefore, the probability of success is
_l—e
P=1 T (17)

If the output states are orthogonal, the probability of suc-
cess is exactly the same as for the unambiguous measurement
(9). In this case, the |ey) and |e;) states can also be made
orthogonal, because this procedure does not affect the unitar-
ity condition. However, if the output states are nonorthogo-
nal, the probability of success increases (and reaches unity if
the output intensity is the same as the input one).

Soft filtering (for brevity, it will be referred to as filtering
below) makes states more distinguishable with some proba-
bility p or yields an inconclusive result with a probability 1-p.
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If filtering was successful, one can extract a larger amount of
information from the ‘more informative’ states |£f).
Therefore, filtering is a fairly general case of extracting infor-
mation.

Let us now describe the main attack. It can be schemati-
cally represented as follows:

(1) Eve takes a part of each state using a beam splitter.

(i1) Eve performs soft filtering for its part of the state.

(iii) Depending on the success of filtering, Eve sends either
a high-intensity state with a small error to Bob (case of suc-
cessful filtering) or a low-intensity state with a high probabil-
ity of error (case of unsuccessful filtering).

This attack is applied to a protocol based on states (4) of
intensity u; it uses two parameters: part ¢ of the state on which
filtering acts and the gain a. First Eve takes (using a beam
splitter) a part of state of intensity zu to extract information;
the other part of intensity, (1 — f)u, remains the same at this
step. The output intensity for filtering is atu; therefore, the
probability of success is

1 —e 2

p= 1 _e—2a1;4'

In the case of success, Eve can extract a large amount of
information about the bit value; it is desirable for her to send
a state of high-intensity u#; to Bob in order to give him a good
chance to obtain a conclusive result. Since the maximum
intensity of Bob’s states is limited by g, the u value should
not exceed min{u .., (1 — H)u} (below we will consider a mod-
ified attack allowing for states with intensity higher than (1 —
). In this case, Eve also takes the remaining part of the state
and obtains states of intensity atu + (1 — t)u — u; therefore,
her information about the key is

. _ o 2am+ (1= 0p— )
I?AUE(, — h2(1 (S )

2

In the case of unsuccessful filtering, when Eve may obtain
a small amount of information about the bit value, she uses a
beam splitter again to take a part of the remaining state of
intensity (1 — 7)u. Then she sends Bob a state of low intensity
Ur Z Umin- In this case, Eve’s information is

. 1— 672[(14)/1*/42]
18 = (L),

The intensities ¢; and u, should also satisfy the condition
that the expected number of conclusive results remains invari-
able. This yields in sum the following three relations:

<min maxs l—t 5 > min »
o {ttmax, (1 = Dpe}s o > (18)

pl—e )+ (1-p)(l—e2)=1—e"%,

Depending on the filtering result, Eve introduces an error
into Bob’s states: ¢; and ¢, values for successful and unsuc-
cessful filtering, respectively. As in the case of beam-splitting
attack, the purpose of this error is to make Bob’s information
on the key equal to Eve’s information. The error probabilities
are set as

IE =1 —In(q),

(19)
I = 1-h(g).

Bob’s states after this attack are

P8 = pl(t = a) |V ) s 1+ @ 1=V )= ]

+(1=pI(1 = @) V)XV 1o 1+ @ 1=V )X =V i |1,

o = pla | Vi)V 1+ (1= g 1= V)= |

+(1=p) @ |V i)V 1+ (1 = @) |-V i X =V 12 ), (20)

and the average error expected by him can be written as

q=aqp(l—e ) + g (1 —p)(1 —e ™). @2y

Eve’s purpose is to choose optimal attack parameters ¢
and a in order to make her information equal to Bob’s infor-
mation with a minimally possible average error (21); this is a
conventional computational problem.

4. Results for different limitations

Let us now analyse how the critical QBER value changes for
limitations of different types. We will see that, the more strin-
gent the limitations are (i.e., the smaller the deviation of Bob’s
intensity from the expected value is), the larger the critical
QBER is and the closer it approaches the critical QBER value
for the beam-splitting attack, which is suitable for situations
where intensity fluctuations are impossible.

We will consider a protocol with the initial intensity of
Alice’s states up = 0.2 photons per pulse; the reference state
intensity is of no importance. For simplicity, we will intro-
duce a parameter s and consider the following ., and tpay
values [where u'is set, as previously, by formula (2)]:

’

u

-5

Mmin = (l - S)/,t,, Mmax = 1

The case s = 0 corresponds to severe limitations, when
only a beam-splitting attack is possible. In the case s = 1, the
intensity may take values from zero to infinity, and an attack
by unambiguous measurement can be implemented.

Limitations of three main types can be selected:

(i) Both intensities are limited; i.e., Bob’s intensity up
should be between g, and g,y

(i1) Limitation from below; i.e., Bob’s intensity up should
to be no smaller than g;,.

(iii) Limitation from above; i.e., Bob’s intensity ug should
not exceed [ty

The critical QBER for two values of parameter s under
limitations of these three main types is shown in Fig. 1 as a
function of the length of a channel with an attenuation
parameter § = 0.2 dB km™'. These error values are compared
with the error for a beam-splitting attack (corresponding to s
=0).

It can be seen that, if only the upper limitation
up <u'/(1 —s) is imposed, an attack may provide Eve (at
some s values) with all information without introducing any
error if the channel is sufficiently long. In this case, Eve per-
forms an unambiguous measurement for each state of inten-
sity ua —u'/(1 — 5). She blocks the state in the case of failure;
otherwise, she sends Bob a state of maximally possible inten-
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v 0.12 §>e (22)
2 a
% 0.10 It is noteworthy that, if this condition is not satisfied or
= there is a limitation from below (g = ftmin for any uy,;, > 0),
O 0.08 the attack cannot have a zero error. Indeed, in this case Eve

cannot block states and, for any message, she must send Bob
0.06 a state, which can be detected with a nonzero probability. The
maximum information that Eve can extract from states is lim-
0.04 ited by the Holevo value, and the minimum error that Eve can
introduce into low-intensity states is given by (14). Since Bob
0.02 - obtains a conclusive result with a nonzero probability, he
obtains a nonzero error as well.
0 1 1 1 1 1 1
20030 405060 Fig?e len;% Jkm 9 5. Discussion of results and conclusions
w 0.12 A beam-splitting attack is possible for any quantum key dis-
A b tribution scheme based on coherent states under attenuation
% 0.10 conditions, because Eve’s actions ideally model attenuation.
2 We considered an attack that may occur if Eve can also
5 0.08 slightly change the intensity of Bob’s states. In general, in this
attack, Eve benefits from the possibility of making decisions:
0.06 Eve attempts to extract information and decides if she has to
send a state of high or low intensity.
0.04 An attack can be improved by applying other error intro-
duction methods, especially in the case of a channel with low
0.02 attenuation. We considered simple introduction of noise;
however, Eve can gain a larger amount of information by
0 . . . . L L measuring some states.
203 40 50 60 70 80 90 Another possible modification of attack in the absence of
Fibre length/km limitation from above is the use of states with an intensity
r 0.12 exceeding that of the states used initially by Alice. This is pos-
2 ¢ sible in the case of successful filtering. From this point of
% view, the constructed attack is a generalisation of attacks of
= two types: unambiguous measurement and beam-splitting
S attack.

~
~< o

70 80 90
Fibre length/km
Figure 1. Dependence of the critical QBER on the fibre length in the
cases where Bob’s intensity should satisfy the conditions (a) (1 — s)x
W <ug < I(1—=s5), O)us > (1 —s)u',and (c) ug <p'/(1—s)ats=
(dashed line) 0.5 and (solid line) 0.75. The dotted line corresponds to
s=0.

sity #'/(1 — s). The condition for the absence of error during
attack can be written as

_2(”‘*_1{’3')”

_ _ :u, _ a2
x[l exp( 21_s>]_1 e,

{1 —exp

If the channel length tends to infinity, this condition takes
a simple form:

The above-described improvements and applications of
this attack to other known protocols are a subject of future
studies.

This type of attack shows that Bob must monitor intensity
to resist eavesdropping. If Alice and Bob can verify that the
state intensity is limited from below (i.e., that Eve does not
block states) or that the maximum intensity is lower than the
value given by (22), this attack cannot give Eve all informa-
tion without introducing an error.

Moreover, we suggest that the conditions of this type may
be sufficient to provide security of coherent-state protocols
against any attack, on the assumption that Bob receives
coherent states and can check their intensity. Therefore, an
urgent problem is to develop protocols allowing for intensity
monitoring at the receiving side.
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