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Abstract.  An important advantage of quantum cryptography over 
classical cryptography consists in the fact that the security of the 
transmitted keys is not related to the assumptions about the eaves-
dropper capabilities and is guaranteed by the laws of nature. 
Nevertheless, in some situations it makes sense to consider some 
reasonable assumptions about the eavesdropper capabilities, which 
can increase the secret key distribution rate. Methods are proposed 
for legitimate users to employ some practical limitations, and 
attacks are constructed that the eavesdropper can apply under the 
conditions of these limitations.

Keywords: quantum cryptography, coherent states, pseudo-random 
generators.

1. Introduction

The most important property of quantum cryptography, first 
proposed in [1], consists in the fact that it does not use the 
assumptions about computational capabilities of an eaves-
dropper, but relies on a fundamental prohibition on extracting 
complete information from nonorthogonal quantum states.

Nevertheless, quantum cryptography still uses a number 
of assumptions, including the presence of random number 
generators at legitimate users’ disposal and the correct opera-
tion of transmitting and receiving devices. If an eavesdropper 
relies on equipment imperfections that are unknown to legiti-
mate users (including those caused by eavesdropper actions 
such as laser damage), the security of quantum cryptography 
can be totally compromised [2 – 6]. This can also occur when 
the eavesdropper intervenes in the operation of random num-
ber generators, as a result of which the eavesdropper receives 
information about the generated sequences. In addition, the 
unconditional security of the transmitted data is possible only 
when use is made of a one-time pad key [7], which, due to 
existing restrictions on the key generation rate, is not always 

effectively implemented in practice. In most cases, to receive 
secret messages, distributed keys are used in classic encryp-
tion algorithms, such as AES.

On the one hand, quantum cryptography exhibits a trend 
to reduce the number of assumptions. Thus, quite popular is 
the concept of quantum cryptography, the cryptographic 
security of which does not use assumptions about the proper-
ties of measuring devices [8], including those at the eavesdrop-
per disposal, since a significant part of the works on cracking 
quantum cryptography systems is devoted to attacks on mea-
suring devices. The next step is the concept of quantum cryp-
tography, whose security does not depend on any devices 
[9 – 11]. In this case, the only requirement consists in the fact 
that legitimate users have device-independent random num-
ber generators, the hardware independence of which is now 
being transformed from a concept to a practical application 
[12]. However, taking into account such capabilities of the 
eavedropper or imperfect components of the protocol ele-
ments leads to a decrease in the key generation rate.

Of interest is an opposite approach, i.e. a study of a pos-
sible increase in the key generation rate in quantum cryptog-
raphy with the conscious use of a number of new assump-
tions. This approach opens up new possibilities for legitimate 
users, including the use of a pseudo-random generator for 
matching bases [13], which requires a rather weak assumption 
about the impossibility of a quick solution of some computa-
tional problems. It is important that, under this assumption, 
the key is secure for unlimited time, which preserves an impor-
tant advantage of quantum cryptography over classical cryp-
tography. It should be noted that the proposed approach 
does not necessarily deteriorates the quantum key distribu-
tion system, but rather is associated with the choice of secu-
rity parameters: as more stringent, related to traditional 
quantum cryptography, and so providing a higher key distri-
bution rate with less security.

In this paper, we consider new methods for using compu-
tational constraints, as well as the possibility of applying 
other limitations of an eavesdropper, i.e. nonideal communi-
cation lines and limitations on the quality of quantum mem-
ory; in addition, we describe eavesdropper actions under con-
ditions of these limitations.

2. Limitations on the quality  
of a communication line

Traditionally, the security of quantum key distribution proto-
cols is studied by assuming that an eavesdropper (usually 
called Eve) has access to an ideal (lossless) transmission line. 
The legitimate users themselves (Alice and Bob, where Alice 
sends messages to Bob) can use only available present day 
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technologies. In particular, there are losses in the communica-
tion channel between Alice and Bob. At the initial intensity 
mA of the signal transmitted between legitimate users, the out-
put intensity mB is expressed as:

10 /
B A

L 10Bm m= l- ,

where kB is the attenuation parameter of the transmission 
line, and L is its length. In a beam-splitting attack scenario 
[14], Eve takes part of each state to her quantum memory, 
replacing the channel between Alice and Bob with her lossless 
channel, and then measures that part in an optimal way after 
the bases are announced. Eve’s ability to take part of the sig-
nal depends on how small the loss is in the communication 
line, which she uses to replace the channel between Alice and 
Bob: it is traditionally assumed that Eve can use an ideal 
(lossless) channel.

Nevertheless, as was noted in [15], losses in a fibre-optic 
communication line are physical rather than technological, 
while alternative data transfer technologies (teleportation and 
switching to a different wavelength) do not currently appear 
feasible. Therefore, it is reasonable to assume that the channel 
at Eve’s disposal also has losses. We denote the correspond-
ing attenuation parameter as kE; in this case, the part f of the 
state that Eve can take away should be such that on the Bob 
side there is no excessive drop in the intensity of the incoming 
signal, i.e., the condition

10 10 (1 )f/ /
A A

L L10 10B Em m= -l l- -

is met. As a result, Eve will take measurements over intensity 
states:

f 1 10 ( ) /
E A A

L 10B Em m m= = - l l- -^ h .

In the limit of a communication line of long length L, the 
intensity mE will tend to mA in any channel, where the losses 
are smaller than those in a channel between Alice and Bob. 
Consequently, while the limitations on optical fibre are appar-
ently unavoidable even for a technologically advanced eaves-
dropper, they do not give much advantage to legitimate users. 
Since the most popular cases of quantum key distribution 
correspond to large losses, the assumption that Eve does not 
have an ideal channel does not significantly improve the situ-
ation for legitimate users, and the traditional assumption that 
the eavesdropper has an ideal channel seems reasonable.

3. Limitations on computational capabilities

In classical cryptographic systems, the computational capa-
bilities of the eavesdropper are traditionally believed to be 
limited. Thus, the RSA algorithm, most popular asymmetric 
encryption algorithm, is based on the difficulty of factoring 
an unknown prime number, and the Diffie – Hellman scheme 
of remote key distribution assumes the complexity of the dis-
crete logarithm problem [7].

A more accurate assumption of classical cryptography is 
that the eavesdropper has not found effective algorithms for 
problems to be quickly solved and does not have computa-
tional capabilities to solve them by currently known algo-
rithms in a time period during which the secret is still relevant.

In this context, an important threat to classical cryptogra-
phy is the appearance of a quantum computer at the eaves-
dropper’s disposal, which will not only make it impossible to 

use a number of important technologies of classical cryptog-
raphy, but will also allow all data encrypted using such algo-
rithms to be deciphered by this time [16]. This leads to an 
increase in interest in post-quantum cryptography: the devel-
opment of algorithms whose cryptographic security does not 
depend on the presence of a quantum computer at the eaves-
dropper’s disposal [17].

A relevant topic is the use of classical cryptography meth-
ods to increase the key generation rate in quantum cryptogra-
phy, while preserving the key advantage of the latter, i.e. 
guaranteed cryptographic security of the stored key. The role 
of classical technologies in this case is to counteract a number 
of real-time attacks.

In our work [13] we considered the possibility of using 
pseudo-random generators to increase the key generation rate 
due to the coincidence of bases in all messages. This proposal 
relies on a number of previously proposed ideas [18 – 20]. A 
large number of bases make it possible to overcome an impor-
tant real-time attack such as an unambiguous state discrimi-
nation (USD) attack [21].

Let us consider other possibilities of using pseudorandom 
generators by the example of coherent-state key distribution 
protocols; these are COW, DPS, and B92 protocols with a 
strong reference pulse. They do not use basis reconciliation; 
therefore, a pseudorandom sequence will be used not to select 
bases, but to counter a number of attacks by setting a pseudo-
random phase.

Let us start with the COW protocol [22], the operation 
scheme of which is shown in Fig. 1. In the original version of 
the protocol, Alice encodes each bit transmitted to Bob with 
a sequence of two states: bit 0 corresponds to the pair |añ |0ñ, 
and bit 1, to the pair |0ñ |añ. Here |0ñ is the vacuum state, and 
|añ is the coherent state given by the complex number a = m
´  exp(ij), where m is the intensity of the state and j is its 
phase. In addition to sequences carrying information, control 
sequences of the form |añ |añ are also sent. Bob divides each 
state into two parts. One part is sent to detector DB, where the 
signal arrival time is recorded, the other is sent to the interfer-
ometer, which has a delay on one arm and with which Bob 
observes interference between two consecutive non-vacuum 
signals. In this case, the triggering of detector D2 indicates a 
loss of coherence and is interpreted as the presence of Eve. 
The protocol assumes that the phase j of each state is the 
same and known to the eavesdropper.

All detectors considered in this section are single-photon 
and described by an observable
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Figure 1.  Scheme of the COW protocol using a pseudorandom number 
generator: (PM) phase modulator; (IM) intensity modulator.
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The probability of their triggering on a coherent state of 
intensity m is 1 – exp(–m).

As a modification, we can consider a scheme in which 
Alice chooses the phase of each state jt in accordance with a 
pseudorandom sequence. In this case, Bob uses the same 
pseudorandom sequence and a phase modulator on one of the 
arms of the interferometer to match the phase and obtain an 
interference pattern.

Now, Eve knows neither the intensity of each state (0 or m) 
nor its phase jt (in the case of sending a non-vacuum state). If 
Eve fails to calculate the initial key of the pseudorandom 
sequence during the communication session, then she cannot 
know the phase of the transmitted signals, which does not 
allow her to perform attacks distinguishing between a vac-
uum and a non-vacuum state [23, 24].

Let us show how ignorance of the state phase prevents the 
eavesdropper from detecting vacuum states. In a known 
phase, a measurement that detects vacuum states is described 
by an observable (decomposition of the identity)

M0 = I – |añ  áa|,    M? = |añ  áa|,

p(0|0) = 1 – |á0|añ  |  2 = 1 – exp(–m).

At the same time, the problem of distinguishing the vacuum 
state |0ñ from a set of N states of the form

{| } ( / )exp i k N2k k
N

k
N

1 1H pa m== =" ,

is more complex. The vacuum state detection operator MN
0  

must have the property

| |M k0k
N

k0 6G Ha a = ;

therefore, due to the symmetry of the states {| }k k
N
1Ha = , it has 

the form MN
0  = lI – G, where G =N –1 åN

k =1
 | akñ áak| is the 

Gramian operator of a set of vectors {| }k k
N
1Ha = , and l = 

áak|G | akñ £ lmax(G) is a quantity that does not depend on a 
particular vector and does not exceed the maximum eigen-
value of G. For the probability of detecting a vacuum, we 
have

(0|0) 0| |0 0| |0 ( ) ( )expp M G Gmax
N
0 GG H G Hl l m= = - - - .

The greater the N, the smaller this value, that is, the more 
states unknown to the eavesdropper are used by legitimate 
users.

This modification makes it possible to increase the secret 
key generation rate by increasing the intensity of the states 
sent by Alice. The assumption consists in the fact that Eve 
cannot calculate the pseudorandom sequence during the com-
munication session and perform an attack with the detection 
of vacuum states.

Similarly, the choice of the phase of the transmitted state 
using a pseudorandom number generator can also be used in 
the DPS protocol [25] (Fig. 2). In the original scheme of this 
protocol, Alice sends to Bob a train of l time-coherent states 
of the form |±añ. Logical bits are encoded by the relative 
phase between two consecutive signals. The phase difference 
0 corresponds to bit 0, and the phase difference p corresponds 
to bit 1. In this case, Bob uses an interferometer with a delay 
in one arm to observe the interference of two successive coher-
ent states. The triggering of detector D0 corresponds to the 
reception of states with the same phase (bit 0), and the trigger-

ing of detector D1 corresponds to the reception of states with 
the opposite phase (bit 1).

Now let us again assume that Alice is preparing a train of 
states of the form |±a exp(ijt)ñ, with the quantity jt for each 
element of the train being generated pseudorandomly. Bob 
knows the initial key of the pseudorandom sequence, and so 
he can use a phase modulator to match the phases between 
two consecutive train signals, the interference of which he 
measures.

With the unknown phase of each state, Eve can no longer 
in particular use a scheme similar to that used on the receiving 
side to redirect only part of the trains, as is the case during a 
USD attack. Also difficult to perform is an active beam-split-
ting attack [26], when Eve tries to increase the intensity of 
each state of the train to obtain more information about the 
key and blocks the entire train if many of these attempts fail.

Similarly to the COW protocol modification, this modifi-
cation allows the key generation rate to be increased due to 
the use of higher intensity signals, since some of the effective 
attacks are not applicable.

The third protocol, allowing modification according to a 
similar scenario, is the B92 protocol with a strong reference 
pulse [27, 28]. The scheme of the protocol is shown in Fig. 3. 
Alice is assumed to send to Bob two states in each message: a 
signal state | atñ, and an auxiliary high intensity state |aañ (i.e. 
|a| >> 1), with | atñ = | añ = | Hm  corresponding to bit 0 and 
| atñ = | – Hm corresponding to bit 1. At the receiver’s side, the 
auxiliary pulse is divided into two parts using a beam splitter, 
the parameters of which are selected so that one of the parts 
represents a state | añ = | Hm  (Fig. 3), and the other is sent to 
detector D, the triggering of which makes it possible to esti-
mate the intensity of the transmitted control state. Next, the 
first part of the auxiliary pulse | añ interferes with the signal 
state | atñ. The triggering of detector D0 is interpreted by Bob 
as the transmitted bit 0, and the triggering of detector D1 is 
interpreted as bit 1.

PM

PM

Bob
Alice

Pseudorandom sequence

D1

D0
... |at + 2ñ |at + 1ñ |at ñ |at – 1ñ. . .

Figure 2.  Scheme of the DPS protocol using a pseudorandom number 
generator.
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Figure 3.  Protocol modification scheme with a strong reference pulse 
using a pseudorandom number generator.
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The use of a pseudorandom number generator, as in the 
cases of COW and DPS protocols, makes it possible to mod-
ify the protocol in question by using a larger number of phases 
when generating signal states, with the phase being selected 
pseudorandomly and being matched between Alice and Bob. 
A phase unknown to the eavesdropper will make it impossible 
to convert the probabilistic enhancement of the information 
state that occurs in attacks presented in [24, 26, 29].

4. Limitations on the quality of quantum memory

The presence of ideal quantum memory allows Eve to use 
part of the signal sent by Alice and store it until Alice 
announces the bases in which the transmitted states were pre-
pared, or until the code words used to correct the error 
between legitimate users are announced. However, in reality, 
quantum memory has limitations, and the states in it can 
either be lost or change over time in comparison with the ini-
tial states, which worsens their distinguishability after extrac-
tion from quantum memory.

The simplest implementation of quantum memory can be 
a bundle of optical fibre. Due to the attenuation processes, 
the intensity of the extracted signal will decrease. Thus, for an 
optical fibre with an attenuation parameter of 0.15 dB km–1, 
a decrease in intensity is 50 % for a storage time of 100 ms 
(taking into account the lower speed of light propagation in 
optical fibre). The characteristics of this implementation of 
quantum memory are the starting points in the development 
of its other types and the evaluation of their performance. For 
example, Cho et al. [30] implemented a memory scheme, 
which demonstrated better behaviour than a fibre-based 
scheme, in the sense that the intensity of the extracted signal 
was halved over a time exceeding 100 ms. The same work pres-
ents the characteristics of existing implementations of quan-
tum memory.

Note that the consideration of the problem taking into 
account the non-ideality of Eve’s quantum memory is not 
entirely correct under the assumption that Eve has a lossless 
communication channel. Indeed, in this case, the eavesdrop-
per can delay the signal for an arbitrary time by selecting the 
channel length. Since transmission is lossless, the extracted 
state will not experience attenuation. Thus, the assumption 
that the storage time of quantum states is limited automati-
cally requires taking into account the attenuation in the com-
munication channels available to the eavesdropper.

Legitimate users can simply use the eavesdropper’s limita-
tions on quantum memory, because, as noted in [15], they can 
simply delay the time of announcing bases for the time during 
which Eve’s states in quantum memory will finally lose touch 
with Alice’s states. Such a delay in the conditions of continu-
ous transfer of quantum states in a quantum key distribution 
system has practically no effect on the rate of their generation 
and requires only an increase in the volume of classical mem-
ory for storing a raw key, since its classical processing can 
only begin when it is necessary to obtain a new secret key.

Thus, using the assumption that the eavesdropper’s 
quantum memory is not ideal, Alice and Bob, when choos-
ing an adequate delay time, can assume that by the time clas-
sical information is announced, the eavesdropper no longer 
has states in quantum memory and cannot make the neces-
sary measurement that extracts the maximum possible infor-
mation. Bechmann-Pasquinucci [31] considered a situation 
of the absence of quantum memory at the eavesdropper’s 
disposal and showed that in this case the intercept/resend 

strategy represents an optimal attack. We use a weaker 
assumption that the eavesdropper has quantum memory 
and can make collective measurements, but is not able to 
store states in quantum memory until classical information 
is announced.

An important consequence of this limitation is that the 
eavesdropper’s information should be estimated from the 
one-shot capacity, rather than from the Holevo value of its 
states [32]. In fact, the classical mutual information between 
the sender and the receiver of quantum states generally dem-
onstrates superadditivity, when the receiver can extract more 
information as a result of collective measurements over the 
entire transmitted sequence; in this case, the recipient infor-
mation is limited by the Holevo value [32]. Nevertheless, this 
effect is achieved only with the proper selection of code words 
on the transmitter’s side and measurement in accordance with 
this coding: for example, Theorem 2 in [33] states that if the 
measured ensemble of states splits into the product of ensem-
bles related to subsystems, then mutual information, even in 
the case of collective measurement of such an ensemble, is 
given by the sum of the capacities when measuring each sub-
system separately, which corresponds to the additive case. 
The information disclosed by legitimate users when correct-
ing errors is actually a set of code words. If the set of code 
words at the time of measurement is unknown, the eavesdrop-
per deals with measuring any possible string of initial states. 
In this case mutual information between the transmitter and 
receiver is strictly additive and in terms of one message is 
equal to the one-shot capacity. This capacity is defined as 
maximum mutual information in individual measurements of 
quantum states:

({ }, )maxC I p
{ },p

i1 1
i

G=
C

, 

where I1({pi}, G ) is the mutual information with the probabil-
ities of states at the transmitter’s side, {pi}, and the applica-
tion of the observable G at the receiver’s side. Finding the 
optimal observable G for an arbitrary ensemble of states is a 
nontrivial task; however, we can present the values of two 
nonorthogonal pure states, such as coherent states |±añ for 
which the Holevo value c and one-shot capacity C1 are known 
[32]:

1
| | |

C h
2

1 1
1 2

2G Ha a
= -

- - -c m

	 1
( )exp

h
2

1 1 4
2

m
= -

- - -c m,

(| )
| | | ( )exp

h h
2

1
2

1 2
2 2! H G H

c a
a a m

=
- -

=
- -c cm m,

where m = |a|2 is the intensity, and h2(x) = – (1 – x) log2(1 – x) 
– x log2x is the Shannon binary entropy. Thus, if there were 
no errors in the channel, and the eavesdropper was able to use 
the states m = 0.2 photons per pulse, the secret key length 
when evaluating the eavesdropper information by the Holevo 
value [34] is 1 – c » 0.354 bits of forward communication, and 
when evaluating the information in terms of the one-shot 
capacity, it is 1 – C1 » 0.555 bits of forward communication, 
which is significantly more profitable for legitimate users. 
With a 0.5 intensity of states assigned to the eavesdropper, 
these values will be approximately 0.1 and 0.219 bits of for-
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ward communication, which means more than a doubled 
gain. Once again we note: here we only use the assumption 
that Eve takes measurements without knowing the set of code 
words, although she has the opportunity to have quantum 
memory and make collective measurements, but she will not 
benefit from their use.

It also follows from the assumption that Eve has limited 
quantum memory that she will measure states without know-
ing the basis in which they were prepared. This circumstance 
imposes additional restrictions on the amount of information 
obtained by Eve through measurements.

In general, legitimate users can use higher-intensity states 
to increase the key generation rate. However, Alice and Bob 
still cannot make the forwarded states arbitrarily distinguish-
able, even when they use a large number of bases. Indeed, in 
the case of the transmission of high-intensity signals, Eve can 
make use of part of the state and perform a measurement, 
storing its classical result in memory. After the procedure for 
basis matching between legitimate users, Eve uses the results 
of her measurements and new information to determine the 
transmitted bit. As an illustration, we consider the configura-
tion of symmetric coherent states from [13] and an attack, 
where part of the state is used by the eavesdropper to be 
homodyned, that is, the quadrature ( )exp iX a a #f= + @

z
t t t  

( )exp if-  is measured. We set f = 0, then the probability den-
sity function of the outcomes x of such a measurement in the 
case of a coherent state |añ has the form

( | ) 2( )exp ReP x x2 2

pa a= - -6 @.

Consider a configuration in which the phase shift between 
the basis states is dp. Let b be the basis number, k be the trans-
mitted bit, and M be the number of bases. Then Alice sends 
the states of the form

| ( )exp i, ,b k b kHa m j= ,

where m is the intensity and jb, k = p(b/M + k) is the phase.
Thus, the density distribution of the outcomes of Eve’s 

measurement, when Alice selects the basis b and bit k, has the 
form

( | , ) exp cosP x k b x
M
b k2 2p

p pm= - - +c m; E' 1.

Using Bayes’ theorem, we can obtain an a posterior prob-
ability that Alice sent bit k given the results of Eve’s measure-
ment and basis announcement. Bits are selected with equal 
probability, that is, P (k |b) = 1/2 for all values of k and b. The 
parameter k can take two values: 0 or 1. We have

(0| , )
[ ( / )]exp cos

P x b
x b M1 8
1

pm
=
+ -

.

For conditional mutual information between Alice and 
Eve we obtain

I(A : B |x, b) =1 – h2(P(0|x, b)),

where h2(q) = – q log2(q) – (1 – q)log2(1 – q). Integrating over x 
and summing over b, we obtain the amount of mutual infor-
mation
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M
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2
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( ) ( / )cosf b b Mpm= .

With such a measurement, the result x itself, without 
knowing the basis b, does not contain information about the 
signal k, but this information can be obtained after the basis 
is announced, and a large number of bases M, although it 
reduces the probability of a reliable discrimination of all 
states [35], almost does not complicate the described measure-
ment. A conclusion can be drawn that even if the eavesdrop-
per does not have quantum memory and does not know the 
basis at the moment of signal transmission, the state within 
the basis, generally speaking, cannot be made arbitrarily dis-
tinguishable.

Note that in the case of legitimate users using an odd 
number of bases, mutual information is close to unity at high 
intensities, that is, I (A : E) ~ 1. However, in the case of using 
an even number of bases this is not so: I (A : E) ~ 1 – M –1. A 
decrease in information is due to the fact that in the consid-
ered attack scheme, Eve will have problems with distinguish-
ing between the states |±iañ, whose projections on the 
homodyning axis coincide. To make the extracted informa-
tion close to unity, the eavesdropper should rotate the 
homodyning axis in the phase plane by an angle j = –p/(2M) 
so that there are no states of the same basis with matching 
projections relative to it. For j = –p/(2M), the quantity f (b) is 
modified as f (b) ® m cos[pb/M + p/(2M)] and for all 
b  Î{0, . . , M – 1} the function f (b) becomes nonzero. As a 
result, at high intensities I (A : E) ~ 1. The dependence of 
I (A : E) on the values of m is shown in Fig. 4.

I (A:E)

0
0.4

0.6

0.8

25 7550 m

Figure 4.  Dependences of the mutual information function I(A : E) on 
the intensity of the states transmitted by Alice during homodyning 
along the axis j = – p /(2M). We consider a symmetric coherent-state 
protocol with a phase shift of vectors inside the basis d = p. The solid 
curve corresponds to the number of bases M = 8, the dashed curve cor-
responds to M = 16, and the dotted curve corresponds to M = 64.
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In connection with a desire to use a large number of bases 
(randomly or pseudorandomly selected) to counter an eaves-
dropper that does not have quantum memory, the following 
theoretical problem can be formulated: to find an ensemble of 
states R divided into a set of bases B so that, when the basis is 
known and the observable GB depending on it is applied, the 
information about the key K would be great; if the basis is not 
known, any measurement of G independent B would give little 
information about the key, even when the basis becomes 
known:

I(K, G |B) << I(K, GB|B).

The presence of such an ensemble of states would mean 
the possibility of using it in quantum cryptography: Bob 
could select (randomly or pseudorandomly) a basis, after 
which, with a random choice of bases, users would discard 
messages with unmatched values and measure the value of 
I(K, GB|B) as mutual information; at the same time, the eaves-
dropper is limited to measurements that are independent of 
the choice of basis, although its mutual information is calcu-
lated with subsequent knowledge of the basis.

As shown above, the configuration of symmetric coherent 
states of high intensity is poorly suited for this purpose, since 
the eavesdropper can perform a measurement and, after the 
bases are revealed, obtain much information about the key 
from the measurement results.

This problem is similar to the classical problem of con-
structing a trapdoor function [7], that is, the function Fk(x), 
for which it is easy to calculate y = Fk(x) if x is known, and it 
is also easy to calculate x, if y and k are known; at the same 
time, there are no efficient algorithms for calculating x by y 
without knowing k. Such functions are used in a number of 
classical algorithms, in particular RSA; however, the question 
of their existence remains open, and for the constructed func-
tions the statement that x over y is really difficult to calculate 
is only an assumption based on the fact that for a number of 
problems it was not possible for a long time to find effective 
solution algorithms.

For ensembles of quantum states, the role of such a ‘trap-
door’ is played by the knowledge of the basis. The problem of 
constructing a ‘trapdoor ensemble’ is nontrivial, since con-
structing an optimal observable in itself is a difficult task for 
highly dimensional spaces, while the problem requires opti-
mality of the observable, taking into account the subsequent 
receipt of additional information.

Note that the formulated problem can also be gener-
alised to the case when the eavesdropper can block some 
states. Such measurements [21], as a rule, provide the eaves-
dropper with more information, which improves his/her 
capabilities. It is important that the decision to block states 
should be made without knowing the secret, and the mea-
surement constructed above, in principle, allows this, since 
the information about the key depends on the value of x 
obtained during the measurement: for large values of x, 
there is more information. This makes it possible to gener-
alise the attack in the case when the eavesdropper blocks 
part of the state. Typically, quantum cryptography proto-
cols use methods of protection against blocking part of the 
states, which include the above mentioned distributed 
encoding, sending a strong reference pulse, and using decoy 
states [36].

5. Conclusions

The considered limitations of the eavesdropper capabilities, 
primarily his/her computational resources and the storage 
time of quantum states, allow legitimate users to match bases 
using a pseudorandom number generator and increase the 
signal intensities used in the protocol. This leads to an increase 
in the key generation rate. Coherent-state protocols are con-
sidered as examples.

The assumption about Eve’s computational capabilities 
allows the use of a larger number of bases, which makes the 
protocols considered in the work more secure to some 
attacks. At the same time, matching bases using a pseudo-
random number generator allows one not to reduce the key 
generation rate.

The assumption that the storage time of the quantum 
state is limited makes it possible to use states of higher inten-
sity, which also increases the key generation rate. However, 
protocols that use states of too high intensity are vulnerable. 
Using the example of a protocol on geometrically uniform 
coherent states, Eve’s information about the key was calcu-
lated, which she can obtain by homodyning and then using 
the information revealed by Alice during basis reconciliation 
(when considering the problem of the limitations of quantum 
memory, it was assumed that the bases were chosen ran-
domly).

The main conclusion of the work is that quantum cryptog-
raphy systems should have a built-in possibility of increasing 
the key generation rate under some realistic assumptions about 
the capabilities of the eavesdropper so that, along with a fully 
protected mode, there is a possibility of faster generation of the 
key, which has practical security, in particular against real-time 
attacks, while retaining the main advantage of quantum cryp-
tography: unchanged key security after its generation. Such a 
scheme seems more secure than a system with slow generation 
of a completely secret key using the methods of ‘pure’ quantum 
cryptography, after which the key is used in a classical symmet-
ric system to encrypt a large amount of data. This issue is rele-
vant until quantum cryptography systems have been developed 
that can provide a key generation rate sufficient for encryption 
in one-time pad mode.

In this regard, the following problems acquire sense: a rig-
orous justification of the formula for the key generation rate 
under practical constraints, as well as the development of a 
configuration of quantum states for which the maximum 
mutual information for a basis-independent measurement 
will be limited by a small quantity, while the measurement 
with a well-known basis makes it possible to extract a large 
amount of information, including after discarding inconclu-
sive outcomes.
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