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Modern methods of detecting single photons and their application in

quantum communications

A.A. Koziy, A.V. Losev, V.V. Zavodilenko, Yu.V. Kurochkin, A.A. Gorbatsevich

Abstract. We consider main methods for detecting single photons
used in quantum communications, including the quantum key distri-
bution (QKD) technology. Two most promising single photon
detectors (SPDs) based on superconducting nanowires and on a
single-photon avalanche diode are described. The most effective
SPD designs are presented and their advantages and disadvantages
are analysed from the point of view of the possibility of their use in
QKD devices. The results of the work of various scientific groups
conducting research on QKD are discussed, which makes it possible
to trace the trends in the global technological development of this
industry over the past five years.

Keywords: single photon detector, quantum key distribution, super-
conducting nanowires, single-photon avalanche diode.

1. Introduction

Cryptography is the science about methods for ensuring con-
fidentiality (impossibility of reading information by eavs-
droppers), data integrity (impossibility of imperceptible
change of information), authentication (verification of
authorship or other properties of an object), and encryption
(data encoding) [1]. In classical cryptography, communica-
tion between two users is secured by using symmetric encryp-
tion (the simplest example is a one-time pad [2]) and asym-
metric encryption protocols (RSA algorithm [3, 4],
Diffie—Hellman protocol [5, 6]). The security of these crypto-
systems is based on certain mathematical transformations
that can be performed on a message by two legitimate users
(Alice and Bob). However, as a result of the creation of a suf-
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ficiently powerful quantum computer, some widely used cryp-
tosystems (RSA, Diffie—Hellman and other systems based on
factorisation of composite numbers) will be cracked in a mat-
ter of seconds, and other cryptographic protocols will signifi-
cantly become less secure.

In 2019, Google made an attempt to demonstrate ‘quan-
tum supremacy’: their prototype of a superconducting quan-
tum computer was able to solve the factorisation problem
much faster than a classical computer [7]. In December 2020,
a report was published on the achievements of Chinese scien-
tists in the field of computing on a photonic quantum com-
puter — their prototype was named Jiuzhang, and in terms of
the declared speed it surpassed the Google quantum com-
puter by 10 billion times [8]. The main problem of loss of secu-
rity of cryptosystems is associated with the existence of Shor’s
[9] and Grover’s [10] algorithms implemented on a quantum
computer. Moreover, in this area, new quantum algorithms,
machine learning algorithms are being actively developed,
which can lead to an even greater loss of security of existing
cryptographic systems [11].

The security of quantum cryptography is due to the phys-
ical uncertainty that arises when measuring a quantum object
(photon). In 1984, Bennett and Brassard [12] proposed the
first quantum communication protocol BB84 [quantum key
distribution (QKD)], with the help of which it became possi-
ble to implement much more secure symmetric cryptography
systems that are immune to potential attacks on both quan-
tum and classic computers. In this protocol, single photons
polarised in two non-orthogonal bases were transmitted over
an open communication line. In 1992, this protocol was mod-
ified —its creators added ‘decoy states’, which made it possible
to defend against a split-photon attack and significantly
increased the security of this system [13]. There is also a polar-
isation encoding method, which is used to organise quantum
channels through open space, and currently communication
with orbiting satellites has been implemented [14]. In fibre-
optic communication lines, phase encoding based on
Mach-Zehnder interferometers is often used [15].

All existing systems of quantum cryptography carry out
certain operations (transmission via fibre-optic channels,
phase modulation, and polarisation change) on single quan-
tum objects, i.e. photons. A nontrivial problem arises in the
algorithm — the direct detection of a single photon. Moreover,
for the efficient operation of a QKD system, certain require-
ments are imposed on a single photon detector (SPD), which
include such parameters as the photon detection efficiency
(PDE), dark count rate (DCR), maximum frequency detec-
tion, photon number resolution (PNR), weight and size char-
acteristics, and cost. Depending on the problem that the
QKD system must solve, certain parameters will dominate:
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for example, to implement a compact QKD system (suitable
for a standard server rack), the main parameters are the sig-
nal-to-noise ratio and weight and size characteristics; to
transmit a key over long distances (more than 100 km), the
parameters in question are the noise level and photon detec-
tion efficiency; and to achieve the maximum key generation
rate, the maximum detection frequency is needed.

Currently, the most widely used SPDs are based on super-
conducting nanowires [superconducting nanowire single pho-
ton detectors (SNSPDs)] [16] and on single-photon avalanche
diodes (SPADs) [17]. In order to draw a conclusion about the
type of an SPD to be used in which applications (including for
QKDs), in Sections 2 and 3 we analyse the physical processes
occurring in SNSPDs and SPADs, respectively, and present
their typical operating parameters. In Section 4, a conclusion
is drawn about the optimal use of one or another SPDs for
various applications.

2. SPDs based on superconducting nanowires

Before SNSPDs were invented and achieved high perfor-
mance, single-photon radiation was detected by supercon-
ducting detectors, in which some element sensitive to single-
photon radiation was cooled to sub-Kelvin temperatures: a
superconducting tunnel junction (STJ) [18], a transition-
edge sensor (TES) [19], and a kinetic inductance detector
(KID) [20].

In 2001, Gol'tsman and coworkers [21] demonstrated a
single-photon detector for a wavelength of 810 nm, the oper-
ating principle of which is based on current-biased supercon-
ducting niobium nitride (NbN) microbridges. In 2002,
Verevkin et al. [22] proposed to use a meander structure
instead of microbridges, and in 2003 this device found its first
commercial application in the field of testing integrated cir-
cuits [23]. The demonstrated potential of such an SPD made
an SNSPD the leader among superconducting single-photon
detectors. The main advantages over competitors were the
low level of the dark count rate and the high efficiency of pho-
ton detection [24-27].

The SNSPD is currently the most sensitive to single-pho-
ton radiation and is undergoing numerous design modifica-
tions to achieve the performance targets required for specific
applications. The most common SNSPD structure for use in
QKD is as follows: a rather thin (less than 10 nm thick) and
narrow (approximately 100 nm wide) nanowire, coiled in a
meander with an active region diameter of about 10 um and a
fill factor of ~0.5, is made on a silicon substrate with a grown
dielectric mirror. The system is cooled to temperatures below
the critical superconductivity temperature, T < T, and a
current 7 flows through the nanowire, which is less than the
critical current I, at which superconductivity is lost. At
present, the detection mechanism is not yet fully understood,
and two main models can be distinguished for which good
agreement between theory and experiment is observed.

At high photon energies, the ‘hotspot’ diffusion model is
usually used [28, 29]. When a photon is absorbed by a nanow-
ire, Cooper pairs are destroyed, followed by the formation of
thermally excited quasi-particles. This leads to a local increase
in temperature in the absorption region — the creation of a
hotspot. In contrast to the simpler hotspot model [21], the
region of the spot in the model that takes into account diffu-
sion does lose superconducting properties. By reducing the
total number of Cooper pairs to maintain a constant current
through the nanowire, the movement velocity of the remain-

ing Cooper pairs increases. If their velocity exceeds a certain
critical velocity v, then they are destroyed, which, as a
result, leads to the transition of the nanowire to the normal
(nonsuperconducting) state.

At low photon energies, the vortex model is usually used
[28, 29]. In this model, two mechanisms of the transition of a
nanowire to the normal state are considered, i.e. due to a sin-
gle magnetic vortex generated at the nanowire boundary, and
due to a vortex—antivortex pair generated in the centre of the
nanowire.

In the first case, due to absorption of a photon, a region of
a nanowire with an increased temperature is formed; in this
case, in this region, the threshold energy for the entry of the
magnetic vortex into the nanowire decreases. Due to the flow-
ing current, the resulting vortex envelops the nanowire, which
leads to the destruction of its superconducting state. Likharev
[30] showed that the effect of the entrance of a single vortex
can be observed only for a nanowire of width w > 4.4&;,
where & is the coherence length of Cooper pairs (Likharev’s
criterion). The coherence length depends on the material in
question: for Nb, NbN, NbTiN and WSi, & = 38, 6.5, 170
and 7 nm, respectively.

Let us consider the second scenario. When a photon is
absorbed in a hotspot, a vortex—antivortex pair is formed.
Under the action of the Lorentz force, the vortex and antivor-
tex begin to move in opposite directions, crossing the nanow-
ire. In the case of the destruction of the vortex—antivortex
pair, there occurs a transition of the nanowire to the normal
state.

With different internal SNSPD parameters (which cannot
be changed for the assembled detector), such as nanowire
material, thickness, width and shape, different photon detec-
tion mechanisms will dominate. Nevertheless, the processes
caused by these mechanisms can occur simultaneously.

After the nanowire passes into the normal state, its resis-
tance becomes equal to ~1 kQ. A sharp change in resistance
leads to the occurrence of transient processes with jumps in
the output voltage, which is recorded by the control electron-
ics. In addition, the nanowire begins to heat up. A quenching
resistor with a nominal resistance Z, = 10— 100 kQ [31] is con-
nected in parallel to the nanowire, which reduces the current
flowing through the nanowire after the detector is triggered.
In this case, two parallel relaxation processes take place: cool-
ing of the nanowire with the recovery of superconducting
properties and restoration of a given bias current. In fact, the
recovery of superconductivity is much faster than the recov-
ery of a given bias current. This is due to the fact that the
nanowire rolled into a meander has a large kinetic inductance
L, and the recovery time can be approximately estimated as
7 = L/Z,. The bias current recovery time limits the maximum
SNSPD detection frequency, since during this ‘dead’ time the
detector is insensitive to incident radiation [24]. For an
SNSPD, the characteristic dead time is 7 ~ 10—100 ns, which
makes it possible to achieve a maximum response frequency
of the detector, v« &~ 10—100 MHz (see Table 1).

In SNSPDs with passive quenching and recovery, there is
a negative effect called ‘latching’, that is, the detector nanow-
ire does not pass into a superconducting state, but remains in
a resistive state [24]; in this case, the detector cannot register
radiation. Positive feedback is observed for this effect, and it
does not disappear by itself. One of the reasons for its occur-
rence is that the current through the nanowire is recovered
before it becomes superconducting again. This problem often
arises when the kinetic inductance of the nanowire is low (for
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example, it is created not in the form of a meander structure,
but in the form of a microbridge). In this case, an additional
inductance is connected in series with the nanowire to prevent
the latching effect [32]. To remove the detector from the latch-
ing mode, it is necessary to forcibly lower the bias current.
The latching effect is not a property of the nanowire, but is
caused by an incorrectly selected current bias circuit [31]. In
order to completely eliminate latching without the use of
complex bias circuits, circuits with active quenching are used,
that is, the bias current is constant, but it is turned off if the
output voltage exceeds the comparator operation threshold.
Thus, after detection, the current is completely zeroed and
reappears when the nanowire temperature approaches the
critical one and the nanowire passes into a superconducting
state [33]. The main mechanisms of SNSPD operation are
schematically shown in Fig. 1.

Let us consider other main operational parameters of
SNSPDs, which are essential when they are used in a QKD
system.

An important characteristic is the timing jitter d7. This
parameter is determined by the distribution of the detection
time delay relative to the photon incidence time. The total
width at half maximum (FWHM) of the given distribution is
usually taken as the 67 value, and it determines the temporal
resolution of the detector. The shape of the timing jitter distri-
bution for SNSPDs can be approximated by a normal distri-
bution, which is quite convenient when constructing a theo-
retical model of the detector. The timing jitter of the detector

strongly depends on the initial current /, and the photon
energy: the higher the photon energy and the higher the cur-
rent /;, the lower the jitter [35]. Currently, the record value of
jitter can be considered 2.6 £ 0.2 and 4.3 £ 0.2 ps for photons
of visible radiation and with a wavelength of 1550 nm, respec-
tively [36].

The noise characteristics for SNSPDs are determined by
the dark count rate (DCR), that is, the count rate of the detec-
tor in the absence of useful (intentionally supplied) excitation
light. There are several reasons for the detector’s dark
response.

1. External illumination associated with thermal photons
generated in the optical fibre, with external photons transmit-
ted through the optical fibre, or even high-energy cosmic par-
ticles. To eliminate external illumination, two main
approaches are used. The first one is additional cooling of the
optical fibre in one of the stages of the cryochamber to tem-
peratures much higher than the superconductivity tempera-
ture T ~ 40 K (Fig. 2a) [37]. Thus cooling is necessary to
exclude a sharp temperature drop in the optical fibre — from
room temperature to liquid helium temperatures — and to
increase the system resource. In addition, thermal photons
generated in optical fibre are subjected to high absorption.
This is used as follows: an optical fibre of a certain length is
wound inside one of the stages of the cryochamber and cooled
to a temperature of 40 K in order to increase the fraction of
absorbed photons and reduce the likelihood of new photons
being produced. Note that at low temperatures the produc-
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Figure 1. Basic mechanisms of SNSPD operation (schematic representation of the detection cycle [24, 34]).
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Figure 2. (Colour online) (a) Schematic of an SNSPD cryochamber [37], as well as (b—d) bandpass filters for on-chip SNSPDs with a wavelength
of A = 1550 nm (b) with superconducting nanowires [38], (c) in the form of separate cooled assemblies for multimode fibre [39] and (d) at the end of

the fibre [37].

tion of long-wavelength photons is most likely, to which the
detector is insensitive.

The second approach is to design bandpass filters — on a
chip with superconducting nanowires, as separate cooled
assemblies for multimode fibre, or at the end of optical fibre.
Yang et al. [38] fabricated a filter on a chip, consisting of
32 layers of Si (thickness varied from 54 to 432 nm) and SiO,
(thickness from 137 to 308 nm), deposited on the back side of
the substrate (Fig. 2b). As a result, it was possible to obtain a
filter bandpass of 1550 * 25 nm with a transmittance of 88 %
and a total photon detection efficiency PDE ~ 56% at
DCR ~ 1 Hz.

Zhang et al. [39] achieved a bandpass of 1550 £ 12.5 nm
(with a transmission coefficient of about 80%) by using a
combination of two filters cooled to 40 K (Fig. 2¢). Filter 1
was a commercially available 1550-nm bandpass filter
(#87822, Edmund), but its disadvantage is that at A > 2000 nm
it has a fairly good photon transmittance. Filter 2 was a cus-
tomised low-pass filter [39] to eliminate the shortcomings of
the first filter. As a result of using a system of two filters, it
was possible to obtain PDE ~ 51% at DCR ~ 100 Hz and

increase the signal-to-noise ratio by 160 times in comparison
with a detector without a filtering module.

The authors of [37] designed a filter integrated on the fibre
end-face (Fig. 2d), consisting of 13 layers of SiO, (thickness
varied from 264 to 530 nm) and TiO, (176 nm thick), and a
bandpass of 1560 + 20 nm was achieved; in this case, the pho-
ton detection efficiency decreased by only 3% (from 83 %),
and the DCR value decreased by 13 dB (down to 0.5 Hz).

2. Noise of the electronics. An unstable current source can
cause the current to oscillate. At a sufficiently high average
bias value (for example, I ~ 0.8 I;), short-term excess of the
critical current will occur, which will lead to the loss of the
superconducting state in the nanowire and false triggering.
Oscillations of the current can be generated by pulse voltage
converters or external electromagnetic interference. In order
to get rid of electronic noise, it is necessary to use better qual-
ity power supplies, add additional filters to the electrical cir-
cuit, and isolate the detector from potential sources of inter-
ference [40].

3. Internal noise. It is caused by mechanisms similar to the
mechanisms for detecting low-energy photons — due to the for-
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mation of single magnetic vortices or a vortex—antivortex pair.
Unlike an absorbed photon, which causes a rather strong local
heating of the nanowire, thermal fluctuations have much lower
energies. Nevertheless, this leads to a decrease in the potential
barrier for the entry of a single vortex, due to which it can tun-
nel into the nanowire. The energy of the potential barrier for
the vortex—antivortex pair also decreases in a similar way.
Internal noise is the limiting part of the DCR, since it is impos-
sible to completely eliminate thermal fluctuations, in contrast
to the noise of electronics and external illumination [29]. Thus,
by significantly minimising the contributions of the two indi-
cated parts of the DCR, it was possible to achieve a dark count
rate DCR ~ 10~ Hz [41].

Photon detection efficiency (PDE) is defined as the prob-
ability that a single photon arriving at the detector will be
detected. In this case, it is necessary to distinguish between
internal (144.) and general (1,4.) detection efficiencies. To
clarify the differences between these parameters, we introduce
the following probabilities of events: 7o, determines the
probability of a photon to hit the sensitive area of the detector
(possible obstacles are reflection and scattering in the region
of the fibre-optic coupling and the sensitive region of the
SNSPD); 7., determines the probability of absorption of a
photon by the nanowire material; and 7., is the probability
that, in the case of absorption of a photon, a stable hotspot is
formed and the response is registered by the control electron-
ics. Thus, 744. and 744, can be defined as [24]

{ﬂdde = NabsMreg, (1)
Nsde = NcouplNabsreg -

In SNSPDs, there are no correlations between detector
triggers at an arbitrary point in time and previous triggers,
i.e., the detector does not exhibit an afterpulse effect. This
property is a significant advantage of SNSPDs over semicon-
ductor detectors in which this effect is present: first, the dark
count in superconducting detectors does not depend on the
intensity of the incident radiation; and, second, the detection
processes can be considered as Markov processes, which
greatly simplifies the processing of experimental data [42].
However, for example, Burenkov et al. [43] showed that under
certain conditions, the SNSPD still has an afterpulse effect,
which is not related to the physical processes occurring in the
nanowire itself, but is generated by the processes of re-reflec-
tion of the output signal in the RF path of amplifiers. Thus,
the afterpulse effect in SNSPDs can be observed, but it is a
consequence of poor-quality control electronics and is not
caused by physical processes occurring in the detecting ele-
ment itself.

Figure 3 shows the schemes of the currently most promis-
ing SNSPD designs, that is, single-pixel and multi-pixel
devices produced using single-layer or multilayer nanowires.

The classical topology of a nanowire on a substrate is a
meander (Fig. 3a). A significant drawback of a meander
structure is the detector’s sensitivity to photon polarisation.
Due to the geometric parameters of the meander (the typical
nanowire width is 80 nm, the meander period is 160 nm, and
the filling density is about 50% for 1550 nm [44]), it can be
considered as a diffraction grating. Thus, for example, for
horizontally polarised photons, the probability of being
reflected from such a structure is greater than for vertically
polarised photons. Some detectors are designed in such a way
as to maximise the polarisation sensitivity [46]; however, this
dependence is undesirable for use in QKD. To rule out this

effect, fractal topologies are being developed (Fig. 3¢) [45, 47],
but such detectors are still laboratory samples.

QKD systems can make use of both single-pixel and
multi-pixel (Fig. 3b) SNSPDs. Single-pixel devices have sig-
nificantly lower noise levels (less than 1 Hz [37]). However,
their maximum response rate is several times lower than that
of multi-pixel detectors. This is due to the fact that rather
complex control electronics allows one to control some pixels
independently of others. Thus, if the limiting count rates for
single-pixel detectors are about 100 MHz, then for multi-pixel
detectors they can exceed 1 GHz. Zhang et al. [48] demon-
strated a 16-pixel SNSPD, which has a limiting counting rate
of 1.5 GHz.

The advantage of two-layer SNSPDs (see Fig. 3a) over
single-layer ones is the increased photon absorption probabil-
ity 7aps. Thus, for the NbN material, the optimal nanowire
thickness is about 6—7 nm (see Table 1). At this thickness the
probability of its registration 7,., is maximal in the case of pho-
ton absorption. However, the photon absorption probability
abs Significantly differs from unity (~0.9) even with the use of
a system of optical resonators and mirrors. Double-layer
nanowires make it possible to achieve a close-to-unity photon
absorption probability, while the detection efficiency remains
at the same level. The main difficulty in the fabrication of a
two-layer structure is the making of two nanowires with identi-
cal properties. Moreover, an attempt was made to design an
SNSPD with a three-layer nanowire structure; however, due to
the described problem, the characteristics of such a detector
were much worse than those of two-layer structures [44].
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Figure 3. Schematic of SNSPD structures: (a) single-pixel meander
structure, which can be made with both single-layer and double-layer
nanowires; (b) multi-pixel meander structure; (c) single-pixel structure
of fractal type [45]; and (d) multi-pixel structure using two-layer
nanowires.
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The operation principle of a multi-pixel detector with a
two-layer nanowire (Fig. 3d) made it possible to significantly
simplify the control electronics for such SNSPDs. In this sys-
tem, the upper and lower layers consist of N meanders, which
can be located both parallel and perpendicular to each other.
The control is carried out for 2N square waves, instead of N2
as it would be in single-layer SNSPD architecture. As a result,
even for a system with 3 x 3 pixels, there is a gain in the sim-
plicity of detector control. When a photon is absorbed, for
example, by one of the upper nanowires, one of the lower
nanowires is closed. Thus, in the case of their perpendicular
arrangement, it is possible to accurately determine the posi-
tion of the photon. The disadvantage of this system relative to
single-layer multipixel SNSPDs is the significantly lower
maximum response rate, which is proportional to N rather
than N2. Thus, for a 16-pixel detector with a similar architec-
ture, it is possible to obtain a maximum count rate of about
400 MHz [49].

Numerous schemes have been developed to increase the
photon absorption probability 7,,,. Some of them with the
best photon absorption parameters are shown in Fig. 4:
a dielectric optical resonator [50, 51], a dielectric (or metal)
mirror [52, 44], and 3D and 2D optical microcavities [53, 54].

In the case of a structure with an optical resonator, the
nanowire is grown on a SiO, material and coated with a SiO
layer on top. A pair of materials SiO,/SiO makes it possible to
confine a photon in a nanowire for a rather long time and
significantly increase its average path length in it [50, 51].

A dielectric mirror for photons with A = 1550 nm is usu-
ally produced by layer-by-layer deposition of SiO,/Ta,Os

materials. The authors of Refs [44, 52] used a mirror consist-
ing of 13 layers, the thickness of which was a quarter of the
radiation wavelength. Thus, for photons with a wavelength of
850 nm, the thickness of SiO, is 145 nm, and for Ta,Os,
104 nm [52]. Using a mirror also increases the photon absorp-
tion probability #,ps.

You et al. [55] performed a theoretical comparison of
these structures by means of numerical simulation. They
showed that the photon absorption probability is higher in a
structure with a dielectric mirror; however, such a structure is
effective only for photons with a deviation of £100 nm from
the radiation wavelength determined by the structure design.
If a sufficiently large wavelength spread (250 nm) is possible
for the received photons, the structure of the dielectric reso-
nator turns out to be preferable.

The structure in Fig. 4c is an improved structure of the
optical resonator shown in Fig. 4a. In this case, each line of
the meander nanowire is placed in its own optical resonator
made of hydrogen silsesquioxane (HSQ in the figure), the
width of which is determined by the width of the nanowire
itself. Due to the additional spatial limitation, photons expe-
rience multiple reflections not only in the vertical plane, as it
happens in the structures in Figs 4a and 4b, but also in the
horizontal plane. The main advantage of this structure is that
it is possible to significantly reduce the meander filling factor
without a drop in the photon absorption probability. This
will result in a proportional decrease in kinetic inductance
and DCR, in contrast to conventional SNSPD with a duty
cycle of about 50%. Thus, Li et al. [53] presented the results of
calculating such a structure for photons with A = 1550 nm and
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Figure 4. (Colour online) Structures designed to increase the photon absorption probability: (a) dielectric optical resonator [50, 51], (b) dielectric
mirror [52, 44], (c) 3D optical microcavities [53], and (d) 2D optical microcavities [54].
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showed that SNSPDs with such 3D microcavities have an
optimal step parameter P = 732 nm, which corresponds to a
filling factor of only 10.9 %.

The structure shown in Fig. 4d is one of the examples of
on-chip SNSPD implementation. In this case, there is no
problem with the optimisation of the photon probability to
hit the sensitive region 74,1, since the optical radiation is
supplied through the integrated waveguide. The main prob-
lem of such planar 2D structures is the low photon absorp-
tion probability 5, relative to bulk structures. Munzberg et
al. [54] managed to achieve a PDE > 60% by creating a
complex geometry of a 2D microcavity consisting of a large
number of holes, the size and location of which were opti-
mised for a wavelength of ~1550 nm. This structure had a
high spectral sensitivity with FWHM =~ 5 nm, which is both
an advantage and a disadvantage: The embedded active ele-
ment filtering of photons with a wavelength different from
the specified one makes it possible to almost completely
eliminate the detection of light photons; however, the pro-
duction of a structure with the required spectral characteris-
tics is associated with high technological complexity (since it
is necessary to observe high accuracy of producing a large
number of elements with linear dimensions of the order of

100 nm). For example, in [54], the peak of the spectral sensi-
tivity was at the wavelength 4 = 1542 nm, while at 1 =
1550 nm, the absorption efficiency was already about 10
times lower.

In 2017, Vodolazov [56] predicted that in an SNSPD
scheme, the sensitive element can make use of microwires
with a width of more than 1 um rather than a nanowire with
a width of ~100 nm. In this case, it is necessary to supply a
bias current that is close enough to the current at which the
Cooper pair is destroyed. In 2018, Korneeva et al. [25] suc-
ceeded in making a similar detector, in which a micrometer-
wide bridge was used instead of a nanowire rolled into a
meander. The detector with a micrometer-width sensitive
element is called a superconducting microwave single pho-
ton detector (SMSPD). In 2019, Manova et al. [57] designed
a detector with a photon detection efficiency of about 30 %.
In 2020, Chiles et al. [32] and independently of him Charaev
et al. [58] succeeded in fabricating an SMSPD for photons
with 4 = 1550 nm and observing the PDE saturation effect
with increasing bias current. In 2021, Xu et al. [59] reported
on the making of an SMSPD with PDE ~ 92.2% and DCR
~ 200 Hz for A = 1550 nm, which brought this type of detec-
tor closer in parameters to the best SNSPD specimens.

Contact pad

I bias

Contact pad
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1
1
1
50 um |
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1 .25—um

Figure 5. Structures of active elements of SMSPDs: (a) microbridge [25] and (b) microbridge, spiral and meander [59].




662

A.A. Koziy, A.V. Losev, V.V. Zavodilenko, et al.

A microwire SMSPD has the following advantages over
an SNSPD.

1. An SMSPD is produced using a photolithographic
setup instead of an electron-beam lithography setup required
to fabricate an SNSPD. This is due to lower requirements for
the dimensional accuracy of the elements being made.
Photolithography as a technological process is more stable
and productive than electron-beam lithography, which will
make it possible to significantly reduce the cost of producing
one sensitive element of the detector and achieve repeatabil-
ity, as well as will allow one to fabricate multi-pixel detectors
with approximately the same sensitivity parameters of indi-
vidual pixels.

2. An SMSPD for QKD application can make use of a
microbridge topology; however, it is also necessary to use
‘lensing’ of the radiation emerging from the optical fibre to
form a beam with a diameter equal to the width of the microw-
ire. The use of a microbridge will significantly reduce the
kinetic inductance of the detector in comparison with the
meander topology and, accordingly, will reduce the dead time
of the detector down to hundreds of picoseconds. In this case,
the capacity of the cooling system will be the limiting factor.
The latching effect will also have a stronger impact. Such a
decrease in the dead time will significantly increase the rate of

generation of the secret key in the QKD installation when
using this type of detectors. If we assume that it is possible to
create an SMSPD with a dead time 7 = 100 ps, then its limit-
ing count rate will be 10 GHz, which will require significant
improvement of the existing QKD devices for the most effi-
cient use of an SPD.

Figure 5 shows SMSPD structures, where the active ele-
ment is a microbridge from [25] or a microbridge, a spiral,
and meander from [59].

Since the SMSPD device was first produced only in 2018,
this technology is not yet fully developed, but very promising
due to a significant simplification of the production process in
comparison with the production of SNSPD nanowires. Thus,
it can be expected that in the next few years there will be sam-
ples of SMSPDs that will surpass SNSPDs in their character-
istics.

The currently achieved SNSPD and SMSPD characteris-
tics based on various materials are presented in Table 1.

3. SPDs based on single-photon avalanche
diodes

The structure of a single-photon avalanche diode (SPAD) was
obtained by optimising the structure of an avalanche photodi-

Table 1. Characteristics of SNSPDs and SMSPDs (marked with *) according to review [34] and current data (1 = 1310—1550 nm).

Material Thickness/nm Nsde (Y0) DCR/Hz Jitter/ps 7/ns References
7 10 68-110 32 2017 [60]
7 90-92 10! 79 48.5 2017 [61]
5-6 14.2 2017 [62]
5.8% ~20% 10* 2018 [25]
7 80 0.5 2018 [37]
7 94 2018 [63]
NbN 7 2.7-4.6 2018 [64]
6.5 70 10? 176 5.6 2018 [65]
7 85 107! 2018 [37]
5 68 200 2019 [66]
6 98 100 66 42 2020 [44]
94-99.5 15-26 33 2020 [67]
7* 92.2% 200% 48* 2021 [59]
86 10.91 2017 [68]
71.5 10? 38-46 17 2017 [60]
NbTIN 8.4 91.5-93.3 10 49 20 2017 [68]
603 220 45 4 2020 [45]
8—-11 80-90 7-16 2020 [69]
4-5 93 10° 150 40 2013 [70]
WSi 4.6 78 (70) 102 (1) 191 (225) 2014 [71]
5 88 60 2014 [72]
4 18 10! 120 6 2014 [73]
6.6 87.1 10? 76 35 2015 [74]
MoSi 10 5 10! 51 2016 [75]
20 102 2017 [76]
<10 98 2020 [77]
3% 103 2020 [58]
MoGe 7.5 25-30 10? 69 9 2014 [78]
MoN 3.6 5 2017 [79]
NbN/aWsSi;  2/2 96 103 52 5 2017 [80]
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ode (APD) for operation in the Geiger mode, i.e., a mode in
which a bias voltage exceeding the breakdown voltage is
applied to the diode. This mode is unstable, and even one
charge carrier may be sufficient for the formation of a self-sus-
taining avalanche process (positive feedback). APDs usually
operate in a linear mode, that is, absorbed photons generate
electron—hole pairs, which subsequently lead to the formation
of a finite number of charge carriers due to the avalanche mul-
tiplication process. In this case, the process is not self-sustain-
ing, although it leads to signal amplification (positive feedback
is replaced by negative feedback) [81]. Figure 6 schematically
shows regions of APD operation and SPAD operation in the
reverse current—voltage characteristics (/—J" characteristics)
[82]. Here Uy, denotes the breakdown voltage, that is, the volt-
age above which avalanche processes are self-sustaining. When
the bias voltage rises sufficiently quickly to U,, breakdown
does not occur immediately (position Off in the figure), and at
this moment the diode is capable of detecting single photons.
After a while, even without an initiating photon, the diode
remains in the On-state (position On), which is characterised by
large flowing currents (in the milliampere range).

1 APD SPAD /o
Linear mode
Avalanche
multiplication
Uex
Dark current ST - | Off
Uy, U, U

Figure 6. Regions of APD operation and SPAD operation in the re-
verse /- V characteristics [82]; U, = U, — Uy, is the excess voltage.

The following types of structures are distinguished: sepa-
rated absorption multiplication (SAM) [83], separated absorp-
tion charge multiplication (SACM) [84], and separated absorp-
tion grading charge multiplication (SAGCM) [85]. The struc-
ture of the SAGCM type is the most promising, since the best
performance characteristics of diodes were achieved on it.

Depending on the type of carriers used in avalanche genera-
tion (electrons or holes), the order of the corresponding regions
will also differ. Currently, SPADs based on InGaAs/InP struc-
tures [86—88], as well as InGaAs/InAlAs [89-91] and Si/Ge
[92, 93] structures are used in quantum communications (A =
1310 and 1550 nm). However, InGaAs/InAlAs and Si/Ge
diodes have some problems, which currently does not allow
them to compete with InGaAs/InP diodes.

For example, SPADs based on InGaAs/InAlAs structures
are characterised by a high level of noise and there is a high
probability of afterpulses compared to SPADs based on
InGaAs/InP structures. In SPADs based on Si/Ge, sufficiently
low noise levels can be achieved by cooling the diode to a tem-
perature below —150°C, which is rather difficult to implement
using Peltier elements and a cooling system based on a Stirling
engine [94]. As a consequence, these SPDs have larger dimen-
sions than SPDs based on the so-called III-V materials.

To produce SPADs with the best parameters, their struc-
tures are optimised using simulation methods: models for
InGaAs/InP diodes are presented in [95, 96], and models for
InGaAs/InAlAs diodes are demonstrated in [97—-99]. Diodes
based on these structures are also used in classical communi-
cation optical networks [100, 101], but the parameters of the
semiconductor layers in this case are very different. Examples
of a structure of a front- and back-illuminated InGaAs/InP-
based SPAD are shown in Fig. 7.

The schemes shown in Fig. 7 show a structure of the SAGCM
type. The absorption region is made of Ings3Gag4gAs, the
band gap is AE, ~ 0.75 eV at T'= 300 K. It is important to
note that the photon energy at A = 1550 nm is approximately
0.8 eV. Thus, this material absorbs such photons well [96].

An important parameter of the multiplication region is
the ratio of the ionisation coefficients for electrons and holes:
a and S, respectively. For example, for InP the ratio is a/f ~
0.25[103]. For this reason, the structures in Fig. 7 are designed
in such a way that holes are the main carriers involved in
impact ionisation. In InAlAs, the ratio of the ionisation coef-
ficients is a/f ~ 1 [99]; accordingly, the InGaAs/InAlAs
SPAD structure is designed so that an electron initiates an
avalanche response.

Let us consider in more detail the processes occurring in a
front-illuminated InGaAs/InP diode (Fig. 7a). The active part
of the structure is a cylinder 25 um in diameter, which makes
it possible to simplify the alignment of the position of the
optical fibre in the diode housing and not to use microlenses.
To reduce the probability of photon reflection, an antireflec-
tion coating is deposited on the structure.

The photon travels through multiplication, charge and
transition regions. The probability of a photon being absorbed
in these regions is rather small, since the band gap of InP, of
which they are made, is greater than the photon energy.
Nevertheless, phonon scattering is still present, which leads to
a decrease in the overall detection efficiency. The photon
enters the absorption region and is absorbed with a high
probability with the formation of an electron—hole pair.
Then, charge carriers are separated: the electron ‘flows down’
to the n-metallisation layer, and the hole moves towards the
p-contact. The transition region makes it possible to reduce
the heterobarrier at the InGaAs—InP interface. It usually
consists of an InGaAsP quaternary alloy, in which the con-
centration of P increases towards the charge region, while the
concentration of GaAs, on the contrary, decreases. The
charge region is used to control the field strength in the
absorption and multiplication regions. Thus, the field in the
absorption region should be small, and in the multiplication
region — high and uniform along the entire length of the layer.
In the multiplication region, avalanche multiplication of the
primary charge of the hole occurs with the formation of a
large number of electron—hole pairs. It is important to note
that electrons are also involved in the avalanche formation. If
the bias voltage across the diode exceeds Uy,, then the result-
ing avalanche will be self-sustaining; however, the diode
remains in this mode too long, the heterostructure is irrevers-
ibly destructed.

In the back-illuminated SPAD structure (Fig. 7b), the pur-
pose of all layers is similar. However, in this design, the photon
immediately enters the absorption region, without passing
through the multiplication, transition and charge regions.

The advantage of back-illuminated SPADs is that the
probability of photon scattering is lower than in front-illumi-
nated SPADs, since the photon does not travel ‘extra’ dis-
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Figure 7. (a) Front-illuminated [96] and (b) back-illuminated [102] SPADs based on InGaAs/InP structures.

tances in the material in which it cannot generate an elec-
tron—hole pair. However, the timing jitter in the front-illumi-
nated structure is less than in the back-illuminated structure,
since the initial electron—hole pair is most likely generated
close to the multiplication region and the time of carrier
transfer to the multiplication region is rather short.

The external photon detection efficiency 74, for diodes
based on III-V heterostructures is about 70% [104], while Si
diodes make it possible to achieve 7,4, > 90% for visible radia-
tion [105, 106]. This is due to the fact that structures made of
materials of III-V groups still have significantly higher defect
concentrations than structures made of Si. With the develop-
ment of technologies for deposition of III-V heterostructures,
the parameters of SPADs based on them will be able to
approach the parameters obtained for diodes made of Si.

Consider the noise processes occurring in SPADS. As
noted in Section 2, SPADs have some correlations between
the trigger probability the current moment of time and previ-
ous triggers [107]. This effect is called afterpulsing [108]. After
the self-sustaining avalanche is interrupted by the control
electronics, a large number of filled electron and hole traps
remain in the structure. The nature of these traps is associated
with dopant ions and crystal lattice defects (especially at het-
erojunctions). Thus, at the next transition of the diode to the
Geiger mode, there is a high probability of the detector trig-
gering precisely due to the relaxation of charges from the
traps with the subsequent development of the avalanche pro-
cess. It is impossible to get rid of this effect completely, but
one can significantly minimise its impact. For example, if a
dead time is introduced for the detector, during which the
diode will transit to a linear mode, then the relaxation of the
traps will not lead to triggers, since the avalanche processes
will not be self-sustaining [109]. The second option is to
increase the operating temperature of the diode, since the pro-

cesses of relaxation of charges from traps are associated with
phonon interactions. This makes it possible to significantly
reduce their relaxation time [110]. The third method is to
accelerate the quenching of the avalanche process to minimise
the charge flowing through the structure, which leads to a
decrease in the concentration of filled traps in the heterostruc-
ture. In this case, active quenching schemes [111] and high-
frequency gating [112] are used.

There are other processes that lead to dark responses of
the detectors. For example, thermal generation (SRH recom-
bination) and band-to-band tunnelling are the main sources
of detector noise [96]. To reduce the effect of thermal genera-
tion, it is necessary to reduce the operating temperature of the
diode. However, this will increase the likelihood of after-
pulses. To minimise the effect of band-to-band tunnelling, it
is possible to reduce the field strength in the main regions of
the device structure, but this will also decrease the photon
detection efficiency. Accordingly, for the effective operation
of an SPD as a whole, it is necessary to find some optimal
combination of both the parameters of the structure of the
device and its control parameters, which is a nontrivial task.

Acerbi et al. [96] studied theoretically the SPAD parame-
ters at various parameters of structures and experimentally
validated the found regularities. The authors showed that
thermal generation is dominant at temperatures above 250 K
for narrow multiplication regions (width w,, < 1 um) and at
temperatures above 200 K for wide multiplication regions
with w, > 2 um. In this case, band-to-band charge generation
makes a much smaller contribution and, on the whole, is less
dependent on temperature. It was also shown that with an
increase in the excess voltage on the diode U, = U, — Uy,, the
photon detection efficiency 744, increases, with the DCR noise
level also increasing. This is due to the fact that an increase in
the excess voltage leads to an increase in the probability of
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avalanche excitation by a single charge, and also increases the
probability of band-to-band tunnelling. In this case, thermal
generation is a certain constant component, and band-to-
band generation increases. An important result of the work
was the proof that with wider multiplication regions, lower
noise levels are observed with a similar efficiency.

Thus, for more efficient SPAD operation, it is necessary
that the multiplication region width w,, be large enough —
more than 2 um. This is the main difference between APDs
and SPADs: APDs are designed with a sufficiently small
width of the multiplication region (less than 0.5 wm) to mini-
mise the dead space effect influence [113] and control the
number of charges generated by the initial charge [114]. Thus,
SPADs can indeed be classified as a new class of semiconduc-
tor devices, since the parameters of their structures differ sig-
nificantly from the parameters of APD structures and they
are intended for solving completely different problems.

In addition to the linear and Geiger modes of APD and
SPAD operation, there are also gated [115] and free-running
[116] modes. The gated mode of operation assumes a periodic
transition of the diode to the Geiger mode under the action of
a certain gating signal (it can be, for example, rectangular
pulses or a sinusoidal signal). The free-running mode of oper-
ation assumes that the diode is in the Geiger mode until its
avalanche breakdown occurs. The advantage of the gated
mode of operation is the low DCR and afterpulse values com-
pared to the free-running mode, while the disadvantages are
the need to design more complex control electronics and the
problems associated with synchronisation of the gating signal

and optical radiation. Thus, the advantage of the free-run-
ning mode is simpler electronics, the absence of the need for
synchronisation with an optical signal and, as a consequence,
the possibility of using it for a wider range of tasks; the disad-
vantages of this mode include high values of noise and after-
pulses, as well as a long dead time 7 [117].

Gated-mode SPDs based on SPADs are more suitable
for use in QKD systems than free-running-mode SPDs,
since the key distribution protocol already assumes the pres-
ence of synchronisation. Free-running-mode detectors are
more suitable for microscopy, OTDR, LIDAR applications.
It is also necessary to distinguish between the problems of
key distribution at short and long distances, since the
requirements for the detector will differ in this case. For key
generation at short distances (within the same city or build-
ing), the DCR value does not have a large effect on the key
generation rate, while the photon detection efficiency and
dead time are more important parameters. This is due to the
fact that a small number of photons are absorbed in the
communication line, and it is more expedient to maximise
their detection efficiency and minimise losses due to the
finite dead time. The opposite situation occurs when gener-
ating a key over long distances (long-distance communica-
tions). In this case, the loss in the communication line is so
great that the key generation rate can drop to several kbit s~!
[118]. In this case, it is advisable to strive for a decrease in
DCR and the probability of afterpulses.

The achieved to date characteristics of SPDs based on
SPADs with different structures are presented in Table 2.

Table 2. SPD characteristics based on SPADs (A = 1310-1550 nm); f, is the gating frequency.

. . Afterpulse
Material Nsae (Y0) DC/Hz probability (%) 7/us Temperature/K References
10.4 .6.4x 1077 1.6 223
Jo- 6.4 2010 119]
10.5 Jar6.1x 107 34 223
10.0 1 2.2 20 163 2014 [120]
50 104 7 293
Jex 2015 [121]
55 fux 1074 10.2 102 293
27.5 1200 9.1 0.1 223 2017 187
10 Jer 1.6 106 3.3 0.1 223 [87]
10.6 ©.2.5% 107 1.3 1073 294
Jor2:5% . 2018 [88]
InGaAs/InP 23.6 Jor 17107 34 10~ 293
3 14.
60 34010 8 300 2020 [122]
40 3000 5.5 253
55.9 fg 4.7 %10 5 0.2 289
52.4 3.1 x 10 0 0.2 289
Jgr 3110 2020 [123]
27.7 Jor8X 1077 1.8 0.2 238
48.0 Jer89% 106 12.9 0.2 238
70.0 48 x 103 >22 233
x 2020 [104]
55.0 20 % 103 1.6 233
10.0 ~108 290
) 260 2014 [89]
InGaAs/InAlAs 21.0 ~10
26.0 ~108 210 2016 [90]
32.0 <1 2 200 2020 [91]
38.0 1 1 125 2019 [92]
Si/Ge 38.0 0.1 10 125
29.4 < 10° 125 2020 [93]
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4. Comparison of two types of SPDs

The review considers physical processes, various types of
structures, emerging problems and methods for their solution
for two types of detectors designed for detecting photons with
A = 1310/1550 nm, that is, detectors based on superconduct-
ing nanowires (SNSPD and SMSPD) and detectors based on
a single-photon avalanche diode.

To design a compact (suitable for a standard server rack)
QKD system, it is necessary to use an SPD based on an
InGaAs/InP SPAD. This is primarily due to the achieved
overall dimensions of these detectors. For them, it is possible
to use multistage Peltier elements for cooling the diode, since
the required temperatures are in the range from —60°C to
—40°C. ID Quantique uses a Stirling engine cooling system
for its detectors to achieve temperatures as close to —110°C; in
this case, the following values can be obtained for the detector
parameters: DCR ~ 20 Hz, PDE ~ 10% [124]. However, the
dimensions of this device, as a rule, are much larger, and the
cost is much higher. In some SPAD designs, the Peltier ele-
ments and the diode structure are located in the same hous-
ing, which makes it possible to further reduce the overall
dimensions of the detector.

For an industrial QKD system connecting two points at a
distance of more than 100 km, it is more expedient to use
SNSPDs [125]. This is due to the fact that, due to attenuation
in the line, a small number of photons arrive at the detector,
and even low noise characteristics lead to a high value of the
quantum bit error rate (QBER) parameter — an indicator of
the security of the generated key. SPDs based on SPADs can
be used at distances less than 100 km, which will significantly
reduce the cost of the entire QKD system, but the key genera-
tion rate will be much lower than in the case of SNSPDs
[126, 118].

In a QKD system designed to generate a key within the
same city or even one building, a detector with the highest
PDE should be used. In this case, the line attenuation is low
enough, and a high signal level can be obtained even with a
high noise level. Thus, an SPD can be used both based on any
SPAD type (however, diodes with an InGaAs/InP structure
are preferable) and based on SNSPDs.

When implementing a star topology, in which multiple
laser transmitters are connected to a single receiver, it is more
appropriate to use SNSPDs. This is due to the fact that there
is a sequential switching of the receiver input from one trans-
mitter to another, and the permissible period of operation of
one pair is very limited. In a short period of time, it is neces-
sary to generate a certain information volume of the secret
key. With a small number of users (less than five), the require-
ments for PDE and noise performance of SPDs are not as
stringent as with a large number of users. To build a single
network with more than 20 users, SNSPDs should be used
exclusively [127].

The advantages of an SPD based on an SPAD are obvi-
ously its small size and cost. It is more expedient to use such a
detector in optical time-domain reflectometry (OTDR) [128],
as well as in 3D imaging LIDARSs [129]. The high efficiency of
photon detection and low noise level in SNSPDs makes their
use more expedient in an optical quantum computer [130],
astronomical telescope [131]. In addition, there are areas such
as fluorescence microscopy [132], tomography of biomarkers
[133], etc., in which both detectors can be effectively used.

In 2016 an SNSPD was used to achieve a record for the
terrestrial key transmission distance of 404 km using the

decoy-state MDIQKD protocol [134]. In this case, an optical
fibre with a low attenuation coefficient (0.16 dB km™ at a
wavelength of 1550 nm) was used, the quantum key genera-
tion rate was 1.15 bit h™!, and the authors took three months
to generate 2584 bits.

The use of twin-field technology, in which there is a
trusted relay node between two users, allowed Chen et al.
to achieve in 2020 a record for the key transmission dis-
tance of 509 km [135], which is more than 100 km higher
than the record for key transmission exclusively between
two users.

QKD systems allow achieving a greater range of action
when using information transmission in open space. In 2017,
five achievements in the field of QKD were presented:
‘ground-to-aircraft’ [136] and ‘satellite-to-ground’ QKD sys-
tems [137, 138], the distribution of entangled states using a
satellite over a distance of more than 1200 km [139], and tele-
portation single photonic earth-satellite qubits at a distance
of up to 1400 km [140]. Finally, in 2018, Liao and his col-
leagues [141] successfully implemented a QKD system with
entangled states between a satellite in low orbit and several
ground stations separated by 7600 km. Thus, significant steps
have been taken towards the implementation of quantum net-
works over long distances.
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